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Abstract: Social media are powerful conversation technologies. However, exactly how social media afford
and constrain complex social requirements in collaborative communities is still ill-understood. One of these
requirements concerns the need for sheltered communication systems: systems that support and interlink
spheres of stakeholder communication with different required degrees of opacity. We introduce our SocioTechnical Conversation Context Framework as a way to analyze and design such complex socio-technical
communication systems. We use collaboration patterns grounded in this framework as conceptual building
blocks to capture design lessons learnt about matching community requirements with enabling tool
functionalities. We illustrate the approach with the “sheltered communications” lessons learnt in a Dutch case
of developing an e-learning tool system for students with physical and mental limitations.
Keywords: Social media, communities, communication, collaboration patterns, design.

Introduction
Conversational technologies like social media are key in the formation of online communities of practice
where people interact to work on common goals (Byington 2011). In particular, such collaborative
communities and social networks represent a new paradigm for organizational innovation. Wikis and
other social media act as "conversational technologies" that facilitate knowledge management processes,
from knowledge creation and storage to knowledge use and refinement (Standing & Kiniti 2011).
Many social media studies focus on empirical analysis of the general use of these tools, for example by
classifying users and types of use on Twitter (Kwak et al 2010). However, the conceptual links by which
social media afford and constrain communication processes in particular communities leading to
accomplishing business and organizational goals are still little understood (Fischer & Reuber 2011). This
lack of conceptualization of the mappings between the social and the technical systems also means that
complex but very relevant social requirements like legitimacy and privacy cannot be properly mapped to
technical systems design, never mind “humanistic traits” such as empathy, generosity, and forgiveness
(Whitworth 2006; Erickson, 2012).
A better understanding of the intricate web of links between conversation technologies and community
context is essential. Our leading research questions are: (1) how to model the real-world collaborative
contexts of the systems of tools used? (2) how to capture the lessons learnt from analyzing these specific
situations in reusable patterns? (3) How to actually reuse these lessons to improve the socio-technical
systems design of particular types of collaborative communities? In this paper, we focus on the first two
questions. Producing relevant patterns is a sine qua non for reusing them in the first place1.
Our Socio-Technical Conversation Context Framework provides a structured perspective to analyze the
design and configuration of systems of tools in the context of real-world, complex forms of collaboration
(De Moor 2010). The framework can be used in many ways, for example by helping to distill and
compare collaboration patterns from case studies. Such patterns capture socio-technical lessons learnt in
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optimizing the effectiveness and efficiency of collaboration processes, and can be conceptual building
blocks on which to base appropriate socio-technical systems design in actual communities.
In (De Moor 2012), we analyzed and compared the collaboration patterns of three Dutch social innovation
communities simultaneously being set up. In the current paper, we analyze a fourth social innovation case
from the series: Prins Heerlijk2. In particular, we examine the need for "sheltered communication
systems" experienced in this e-learning case. Social media are very powerful technologies for connecting
and accelerating conversations. However, there is also a downside to this power, as not all conversations
should be visible to all. We define sheltered communication systems as systems of online tools that
enable and interlink spheres of stakeholder communication with the required degree of “opacity” (as
opposed to its complement: transparency). In other words, some communication processes (and their
outcomes) should be less visible to certain types of users than others. How to precisely balance the
contradicting needs for privacy and sharing in such a context requires careful analysis and deliberation.
By our application of collaboration patterns in zooming in on the issues, we hope to raise awareness and
increase the precision of the debate.
In the next section, we introduce our approach to socio-technical knowledge systems design and
collaboration patterns. We then describe our sheltered communications systems case. After that, we
perform a collaboration pattern analysis of the privacy versus transparency issues experienced when using
Facebook as a digital classroom. We end the paper with a discussion and conclusions.

Socio-technical knowledge systems design
Knowledge systems for communities of practice center around communication processes, which take
place in webs of conversations between many different stakeholders. These conversations are embedded
in socio-technical systems, consisting of many intricate relations between the communities and their
technologies. To outline these systems, we first introduce the Socio-Technical Conversation Context
Framework. To systematically model socio-technical affordances and constraints and to capture and
analyze the lessons learnt about the socio-technical systems that work (and those that do not), we using
collaboration patterns.

The Socio-Technical Conversation Context Framework
Our view on conversations is grounded in the Language/Action Perspective (LAP), exemplified by, for
instance, Habermas’ (1984) Theory of Communicative Action and Winograd and Flores’s (1986) work on
LAP-based IS design. In LAP, language is not just seen as a way of describing the world, but as an
instrument for people to create common ground and coordinate action. LAP is thus a natural paradigm for
modeling emergent collaboration as webs of conversations in which collaborators coordinate their
interactions to get work done (Denning & Medina-Mora 1995).
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Figure 1 The Socio-Technical Conversation Context Framework
Based on the LAP philosophy, our Socio-Technical Conversation Context Framework combines the
social world of collaboration with the technical world that makes (distributed) collaboration possible
(Figure 1). It identifies some core concepts and relations needed to capture the socio-technical context of
collaborative conversations. We do not explain the theoretical origins of this framework in this paper, as
this has been done in previous work, e.g. (De Moor 2010).
In the framework, we consider a conversation to be a self-contained unit of communication for
accomplishing certain purposes. A conversation can be seen as a set of communicative acts grounded in
social relationships and focused on organizational coordination. Community members play many
different roles to accomplish community and individual goals, in order to produce concrete results. Each
workflow consists of a “loop” in which one role (“customer”) (1) requests another one (“performer”) to
do something, who (2) after promising (3) produces the result, (4) reports back upon completion, after
which the performer (5) evaluates the result.The request and promise-acts together form the initiation
stage, the productive act the execution stage, and the report and evaluate-acts together comprise the
evaluation stage of the workflow. As the communicative acts in the initiation and evaluation stages are
natural pairs, they are often analyzed together. Any of these conversation acts can spawn new workflow
loops, leading to a complex web of conversations and commitments.
So far, we have looked at the social side of the conversations. However, this web of communicative
workflows needs to be supported by many different information and communication tools. These tools
include not only social media, but also organizational information systems. Furthermore, often ignored in
our ICT-focused field, but as, if not more, important than digital tools are physical conversation
technologies like meetings, workshops, and events. In these physical get-togethers people build trust and
social capital, frame complex issues, and resolve conflicts, results which are very hard to obtain through
electronic means only. It is this intricate socio-technical system of overlapping workflows and a spectrum
of technologies that needs to be considered as a whole for collaborative communities to operate
successfully.

3

Prato CIRN Community Informatics Conference 2012-Refereed Paper

A report authoring case
To illustrate how the framework can be used in practice, we now show an example of a conversation web
of a hypothetical - but plausible – case on report authoring (Figure 2). The conversation web combines a
number of instantiations of the Socio-Technical Conversation Context framework. It outlines the main
roles, results, and tools involved in the workflows, as well as the relations between the workflows in
terms of which conversation acts trigger one another.

Figure 2 A report authoring conversation web
Say that a government agency regulating the telecommunications sector needs urgent advice on the
societal impact of replacing copper wire telecommunications infrastructure in rural areas by mobile
connections. So far, it has only been advised by telcos, but as many citizens have protested the proposed
legislation, the agency decides to also get some professional advice from the Community Informatics
Research Network (CIRN), an international independent body of researchers and practitioners working on
the societal impacts of ICTs. Using e-mail, the agency contacts the CIRN coordinator and they negotiate
the terms of the study. The CIRN coordinator promises to have the CIRN network members discuss the
issue and get back with recommendations as soon as possible.
The CIRN coordinator sends out a call for participation on the CIRN mailing list, asking interested and
qualified CIRN members to apply as an author. Several members express their interest, and explain to the
other members of the mailing list why they think they qualify. After a brief discussion, a list of authors is
drawn up. The CIRN coordinator forwards this list to the government agency for their information.
Using e-mail, the CIRN coordinator then sends the authors the detailed background documents they
require to do their work. The authors commence their work, using the CIRN wiki and e-mail to co-author
the report and coordinate their work. While they are writing, they regularly ask the larger research
community for feedback on particular sections-in-progress. To this purpose, they send tweets and post
links on various Facebook groups related to the theme of the report.
When finished, the authors notify the CIRN coordinator who checks the produced report. She has some
suggestions for improvement, which prompts the authors into making a revision, including another call
for feedback on Twitter and Facebook.
Satisfied, the CIRN coordinator sends the finished report to the government agency, including some
biographical data on the authors and reference information on CIRN. Upon receipt of the report, the
agency agrees with the conclusions, and includes it in the documentation to be sent to the lawmakers.
4
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Collaboration Patterns
Patterns are a way of recognizing and describing approaches and structures that are encountered
repeatedly in a discipline (Alexander et al., 1977). They provide relatively stable solutions to recurring
problems at the right level of abstraction, concrete enough to be useful in a particular case, while also
sufficiently abstract to be reusable across cases. One class of patterns, socio-technical design patterns, use
application domain terms understandable by end-users to help scope the overall interactions between the
social and technical systems (Dixon 2009). Collaboration patterns, in turn, are a class of socio-technical
design patterns that capture lessons learnt about how to make available information and communication
technologies “actionable” for particular collaborative purposes. They do so by describing how community
members playing particular domain roles can best use specific functionalities. The most essential type of
collaboration pattern are communication patterns (De Moor 2009). They describe acceptable and
desirable communicative interactions within communities. In this paper, we will focus on this category of
collaboration patterns.
Our representation of collaboration patterns is as conceptual graphs. Conceptual graph theory is a
powerful formalism for knowledge representation and reasoning that is grounded in linguistic principles
on the one hand, and formal semantic network representations on the other hand (Sowa 1984). A
conceptual graph consists of a pattern of concepts connected by relations, the types of which are ordered
in concept and relation type hierarchies. Based on these hierarchies, the resulting graphs are ordered in a
generalization hierarchy, so that more generic (reusable) patterns can be specialized into/derived from
more specific (case)-based patterns. Conceptual graphs are therefore very well suited for representing and
reasoning about collaboration patterns.
To give an example: the most general communication pattern is this (simplified) template (Figure 3):

Figure 3 A communication pattern template
It formally represents the structure of the communicative workflow loop depicted in Figure 1 and 2. Each
workflow has an initiation, execution, and evaluation stage. Each of these stages is controlled by an agent
playing a domain role. In the initiation stage, the initiator (e.g. the CIRN coordinator) requests the
executor (e.g. the CIRN authors) to perform the workflow, who promises to do so, etc. Note that we
distinguish a separate evaluator role (in standard LAP theory the initiator and the evaluator are the same
role). We do so, because especially in distributed, online collaborative communities those who need to
check the results are often separated in space, time, and organizational position from those who start the
workflow.
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Figure 4 The Produce Report-communication pattern
Figure 4 shows how the communication pattern template of Figure 3 can be used in specific community
cases by formally representing the Produce Report workflow-part of Figure 2. Here, for instance, we see
that the (initiating) CIRN coordinator uses (the tool) e-mail to trigger the (workflow) report production,
that the (executing) CIRN authors use the (tools) wiki and e-mail to produce the report. The authors then
use the same tools to notify the (evaluating) CIRN coordinator, for instance by sending an e-mail with a
link to the wiki page where the report can be found3.

Sheltered Communication Systems
We have shown how collaboration patterns can be used to specify socio-technical requirements of
collaborative communities. Such specification can be used, for instance, for the selection and
configuration of the social media and other tools to be used, or for the precise definition of workflow
procedures. One of the great strengths of using such a conceptual modeling approach is that complex,
fuzzy social requirements can be modeled precisely. Given the ever increasing number of tools and wide
range of quality aspects that need to be satisfied for a collaborative community to operate appropriately,
libraries of such patterns could be used to quickly zoom in on the issues at hand, and to select, combine
and configure appropriate socio-technical design solutions.
In this paper, we will not come up with these libraries, nor with a mature methodology for
creating and applying them. Rather, our aim is to explore the territory and give the reader a flavor of the
kind of approach involved. We do so by exploring one thorny issue: the need for sheltered
communication systems, when the raw power of social media is too much for the community that might
benefit from them. We defined them as systems of online tools that enable and interlink spheres of
stakeholder communication with different required degrees of opacity. To illustrate, we analyze the need
for such systems in the case of Prins Heerlijk, a Dutch educational institute for students with mental and
physical limitations.

The Prins Heerlijk Case
Students with mental and physical limitations face many problems, not only in building their personal
lives, but especially in getting and keeping a job. In today's high-pressure work environment, their
limitations make them often unacceptable to employers. In the Dutch city of Tilburg, a unique educational
3
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institution, Prins Heerlijk4, has been set up that provides individual coaching trajectories to such students.
It guides them into developing the necessary and feasible skills, as well as self-confidence, by training
them on-the-job in its own cafe, restaurant, and retail shop. It also has established an extensive network of
employers willing to give them a chance, where they can do their internships and possibly get a job
tailored to their strengths and weaknesses after they graduate.
Although this institute has proven to be very successful, its learning program is still mostly paper-based.
This leads to inefficiencies and educational opportunities lost. The idea is that social media like wikis and
Facebook might contribute considerably to improving the educational process and experience.

Using Social Media in Prins Heerlijk
We are currently working on a pilot to experiment with setting up and testing such an online tool
ecosystem to support e-learning for improving this type of education, while safeguarding the need for
"sheltered communication". To this purpose, management and teachers have been interviewed in several
sessions on their social innovation needs, using the Social Innovation Collaboration model described in
(De Moor 2012) as a guiding framework. As a result, three candidate social media tools were identified:





A private Wikispaces wiki5 for internal classroom use. The wiki contains study background
materials, student profiles, and individual student assignments.
An Evernote6 shared notebook for students to gather multimedia materials, such as pictures, from
their on-the-job training. For example, if a student prepares a certain dish at a company location,
she can take a picture and upload it to the Evernote server with her mobile phone. At home, she
can add a textual description of what she did and learnt. The entry in the digital notebook can be
tagged, for example by listing the terms “recipe”, the location, and the competencies trained. In
this way, it can easily be retrieved by others. For the teacher, these notebook entries are a good
way to monitor progress of their students, while their peers can use the shared notebook entries as
inputs for their assignments.
A Facebook closed group as a “digital classroom”. Many of the students already have personal
Facebook accounts. However, so far, there has not been a joint Prins Heerlijk Facebook group.
Such a “digital classroom” would be very useful, though. First of all for students to discuss their
experiences and problems amongst themselves and with their teachers. Moreover, it can be quite
traumatic for students to leave the protected Prins Heerlijk environment and suddenly have to
fend for themselves in “the real world”. For alumni, such a Facebook group could therefore be a
very important platform to stay connected to the Prins Heerlijk community. Vice versa, alumni
sharing their real-world working experiences could of great benefit to the currrent students.

The Need for Sheltered Communication
Although in principle, social media have great potential for Prins Heerlijk in their education practice,
there are caveats. A particular concern is that the students are vulnerable when exposed to "raw" social
media, in terms of often not being able to assess the intentions behind online posts, privacy issues, and so
on. It could also be damaging for them if their personal circumstances get exposed to the outside world.
Furthermore, flames could easily develop, since some students lack professional communication skills,
especially given the lack of social context cues inherent in digital media. On the other hand, it is
worthwhile for students to experiment (and sometimes fail) with the appropriate use of social media in a
4
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protected setting. It can help them develop the basic digital literacy skills they will need to survive after
graduation. However, the need for some form of sheltered communication is evident for them to minimize
the risks.
From a sheltered communication systems point of view, in the Prins Heerlijk case two main requirements
apply:



Primary requirement: all, but only other community members should be able to see the
contributions made by a fellow community member.
Secondary requirement: all, but only other commnity members should be able to see the
membership of any community members. However, membership being visible to outsiders is
considered less sensitive than contributions.

When examining the three social media tools identified, the Wikispaces wiki can easily be configured to
satisfy both the primary and the secondary sheltered communication systems requirements. Wikispaces
has a “private wiki” configuration, which means that only members can see pages and memberships.
Evernote allows for notes to be shared in private notebooks (i.e. contributions made), but makes it hard to
see who created a note (revision) and who has access to the notebook (i.e. who are the community
members). Facebook shows a more complex picture, which we will examine in more detail in the next
section.

Analyzing Sheltered Communication Dilemmas in the Digital Classroom
We first explain some privacy dilemmas introduced by the particular features of Facebook groups. We
then use collaboration patterns to specify these dilemmas in the Prins Heerlijk case. We end this section
with some thoughts on how such patterns could be reused in a more comprehensive methodology.

Facebook Groups Privacy Dilemmas
Facebook offers three kind of groups: open, closed, and secret groups7:
 Open groups: Anyone on Facebook can see and join the group. Open groups will appear in
search results and all content that members post (ex: photos, videos and discussions) is visible to
anyone viewing the group. Friends can see that you’ve joined an open group in their news feed.
 Closed groups: Anyone on Facebook can see the group name, its members and people invited to
join the group, but only members can see posts in the group. To join a closed group, a friend
needs to add you, or you can ask to join. Your friends can see that you’ve been invited or added
to a closed group in their news feed.
 Secret groups: These groups cannot be found in searches, and non-members can’t see anything
about the group, including its name and member list. The name of the group will not display on
the profiles (timelines) of members. To join a secret group, you need to be added by a member of
the group.
For implementing the digital classroom, taking into account our sheltered communication constraints, an
open group obviously will not do. However, what about the closed or secret groups? Contrary to
“ordinary communities”, in sheltered communication, as little meta-information as possible should be
shared with the world, such as which students are members of the digital classroom, and hence taking part
7
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in the Prins Heerlijk educational program. However, closed groups make this membership information
available to all Facebook users, which in principe is not desired in sheltered communication.
Secret groups therefore seem to be the obvious choice. Still, a Facebook requirement not listed in their
instructions, is that the administrator of a group (i.e. the teacher) needs to be friends with the people
added. Whereas in closed groups, one can add non-friends (and people can register themselves, to be
approved by the administrator), the only way to join a secret group is by being friends with the
administrator. This, however, introduces a new privacy dilemma. It is not obvious (and often even
discouraged) that teachers and students should be too close personally. Keeping some professional
distance is generally advised, although (depending on the local culture) not always prohibited. However,
if a secret group is chosen as the tool to implement the digital classroom, teachers and students would be
forced to share their personal digital lives. In theory, Facebook allows for users to control who sees
individual posts. In practice, this is not feasible. Furthermore, even if a student were to painstakingly
screen out the teacher from each separate post, the teacher would still be able to see the list of friends,
posts placed by other friends on the student’s “wall”, and so on. This clearly is not acceptable as well. For
this reason, secret groups have been excluded completely as an option.
Balancing the strongly felt need for digital communication and the already prevailing individual use of
Facebook by students with the relatively minor negative impact of visible group membership, Prins
Heerlijk has decided to go ahead with the closed Facebook group.

Using Collaboration Patterns to Analyze the Case
Collaboration patterns capture general lessons learnt from specific cases. How can we formally specify
the lessons learnt in the Prins Heerlijk case? Note that this section is rather technical. It is about the HOW
patterns can be represented, matched and interpreted. It can be skipped while still having a general
understanding of WHY such patterns are needed.
Collaboration patterns are made up of concepts connected by relations. Each concept (and relation) has a
type. The (strongly simplified) concept type hierarchy in Figure 5 shows the ordering of those types, the
more indented, the more specialized they are.
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Figure 5 (Partial) Concept Type Hierarchy for the Prins Heerlijk Case
There are many types of roles, users being one them. A special kind of users are community members,
who in turn can be subdivided into students and teachers. As communities are defined by their
boundaries, non-community members are distinguished as well. Another type of users are social network
connections, like colleagues and friends. Interactions take place in (communicative) workflows. In this
example, we distinguish between personal (one-on-one) workflows such as private conversations and
community workflows, such as making contributions and registering for the community. Tools, such as
Evernote, Facebook, wikis, and mailing lists, enable workflows. They can have different configurations,
like Facebook having open, closed and secret groups, and Wikispaces providing private and public
Wikispaces.
In order to properly specify the lessons learnt, we use collaboration patterns in two different ways: as
(normative) community requirement patterns (in short: community patterns) and as (enabled) tool
functionality patterns (in short: tool patterns). In other words, community patterns define what is needed,
tool patterns how these needs can be satisfied. A community pattern can be either a required, permitted, or
a forbidden pattern, meaning that the socio-technical context defined in the pattern must, may, or may not
exist. As we said before, in this paper, we focus on communication patterns only, them being the essence
of all collaboration patterns. All patterns are therefore subpatterns and specializations of the
communication pattern template of Figure 3.

Specifying Collaborative Requirements
We defined the primary community requirement that all, but only other community members should be
able to see the contributions made by a fellow community member. This can be further specified into two
sub-requirements:
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Required community pattern #1: all (evaluating) community members – using whatever tool - must be
able to see the contributions of an (executing) fellow community member. (Figure 6)

Figure 6 Required Community Pattern #1: Visibility of Making Contributions to Community
Members
Forbidden community pattern #1: Non-community members may not see the contributions made by
community members. (Figure 7)

Figure 7 Forbidden Community Pattern #1: Visibility of Making Contributions to Non-Community
Members
Similar required and forbidden patterns (required and forbidden community patterns #2, respectively) can
be defined to capture the analogous requirements for visibility of registrations (by replacing the Make
Contribution-concept by the Register-concept).

Specifying Enabling Tool Functionalities
Tool pattern #1 captures that the private Wikispaces tool supports the visibility (i.e. evaluation) of all
community workflows (i.e. Make Contribution and Register Community Member), but only for
community members (i.e. not for non-community members) (Figure 8).
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Figure 8 Tool pattern #1: Private Wikispaces Supporting Visibility of All Community Workflows
for All Community Members
The definition of the functionalities enabled by the closed Facebook group needs two separate tool
subpatterns. Tool pattern #2 shows, that, like the private Wikispaces, the group only supports the
visibility of making contributions for community members (Figure 9).

Figure 9 Tool pattern #2: Closed Facebook Group Supporting Visibility of Making Contributions
for All Community Members
However, tool pattern #3 (Figure 10) shows that the situation is different with respect to the support by
the closed Facebook group of the visibility of registering as a member: this is supported for all users
(including non-community members).
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Figure 10 Tool pattern #3: Closed Facebook Group Supporting Visibility of Registration for All
Users

Matching Community Requirements with Tool Functionalities
By using such collaboration patterns to matching community requirements with tool functionalities,
socio-technical gaps between collaborative requirements and enabling functionalities can be analyzed in
great detail. What exactly does this matching entail? Graph matching is complex and the mathematical
properties are beyond the scope of this paper. It suffices for the reader to understand that for large
quantities of community and tool patterns it can be formally and precisely detemined whether they match,
meaning to find out which parts they have in common8. Through matching it can be seen whether a tool
pattern enables a community pattern. Figure 11 gives an example of tool pattern #1 enabling required
community pattern #1. It means that the private Wikispaces enables community members to see (i.e.
evaluate) contributions made by other community members.
1. Calculating the matches
We say that a tool pattern enables a community pattern if:
(1) the tool-part of the tool pattern (the part that the support-relation links into) is a specialization of
the tool-part of the community pattern (i.e. it is some kind of the kind of tool required, like a
private Wikispaces being a kind of tool).
(2) the requirement-part of the requirement pattern (the part that the support-relation links from) is a
specialization of the requirement part of the tool pattern (i.e. the kind of required workflow is
supported by the tool)9.

8

In (Delugach and De Moor, 2005), we show how such matches can be done and used to identify differences
between required and enabled patterns.
9
For instance, if a tool pattern says that a tool supports all types of community members in the evaluation of all
types of community workflows, it supports all combinations of such members and workflows. Using the type
hierarchy above, this pattern would support both students and teachers (being subtypes of community members) in
both making contributions and registering (being subtypes of commmunity workflows).
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Figure 11 Example: Tool pattern #1 matching with Required Community Pattern #1
Taking the tool and community requirement patterns from the example, the following tool patterns
enable community patterns (Table 1):
Enables?

Tool Pattern #1(Private
Wikispaces – all community
workflows)
Tool Pattern #2(Closed FB
Group – making
contributions)
Tool Pattern #3(Closed FB
Group - registering)

Req Community
Pattern
#1(Make
Contribution)
YES (see
Fig.11)

Req Community
Pattern #2
(Register)

Forb Community
Pattern #1(Make
Contribution)

YES

NO

Forb
Community
Pattern
#2(Register)
NO

YES

NO

NO

NO

NO

YES

NO

YES

Table 1: The matches between the community and tool patterns in the example
2. Interpreting the matches
Now, how to interpret these matches? What do they mean in terms of socio-technical design of sheltered
communication systems? There are two interpretations:



In case of a required community pattern, we want at least one tool pattern that enables it.
In case of a forbidden community pattern, there should not be a single enabling tool pattern.

Using these semantics, we now look at how the primary and secondary requirements in the sheltered
communications systems examples are met, interpreting the matches listed in Table 1. From this
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interpretation, we see that both Private Wikispaces and the Closed Facebook Group support the visibility
of making contributions as well as registration of community members. Both tools do not support the
(forbidden) visibility of making contributions to non-community members. Still, the Closed Facebook
Group does support the visibility of such registrations to non-community members. Concluding, only
Private Wikispaces satisfies both the primary and the secondary sheltered communication systems
requirements, the Closed Facebook Group only the primary requirement.

Discussion
Social media like Facebook are well-known for introducing an endless stream of devilish privacy
dilemmas, about which its users increasingly worry (Boyd & Hagittai, 2010). It is often very hard to
understand the socio-technical implications of the next round of functionality changes. This is all the
more true in truly collaborative contexts, with their many dependencies between workflows and
responsibilities and “clouds of social norms”. As we have seen, the consequences of not fully
understanding the socio-technical impact of such changes, not only on individuals, but also on the
communities they participate in, can be serious. In this paper, we focused on the design of sheltered
communication systems. However, similar analyses could be made for other community socio-technical
dilemmas, ranging from how to ensure fairness, legitimacy, accountability, and so on.
We introduced our Socio-Technical Conversation Context Framework and gave a flavour of how
collaboration patterns grounded in this framework can be used to define with great precision the
semantics of collaborative communities and their supporting social media and other tools. Collaboration
patterns act as “boundary definitions”, allowing generic lessons learnt to be uniquely modified, extended,
shared and appropriated by individual communities to match the peculiarities of their own, situated reality
(De Moor, 2012). Using collaboration patterns for analysis may seem like overkill, but in practice often
turns out to be a necessity. First of all, collaboration is a very fragile process, with numerous sociotechnical dependencies. Small social or technical spokes in the wheel can often make collaboration
completely break down (Thomas et al 2007). Also, for deeper forms of collaboration, such as required for
solving complex “wicked” problems, explicit design is needed (Denning & Yaholkovsky 2008). Playful
social networking applications abound, but scalable applications dealing with difficult societal issues are
few and far between (Preece and Shneiderman 2009). To be clear: these patterns are not rigid
prescriptions. In reality, each community has its own norms and dynamics, for example with respect to
power distribution in professional and personal relationships. The patterns highlight potential issues for
consideration and discussion when designing tailor-made socio-technical systems. Without such best and
worst practice patterns, many design decisions currently are often made ad hoc, with often unintended and
adverse effects.
The conceptual graphs in which collaboration patterns are expressed, are mostly not meant for direct
human consumption, definitely not by end users. In our example, we outlined the mechanism of doing
the matching with only a few very basic collaboration patterns. In realistic settings, numerous such
patterns will apply which can no longer be checked by hand. Then the power of the conceptual machinery
introduced really shows its worth. Also, through the automated querying and reasoning that can be done
upon them, conceptual graphs can inform stakeholder discussions, for instance by suggesting roles to
involve in a discussion. Moreover, since conceptual graphs have clearly defined linguistic mappings,
natural language questions can be generated for the efficient elicitation of lacking specifications from
stakeholders.
With respect to the type hierarchy and patterns used in the example, these are an oversimplification of
reality. More complete type hierarchies and libraries of community and tool patterns are needed. Such
libraries could be an important tool in the reuse of lessons learnt, cf. the Liberating Voices library
developed for societal emancipation (Schuler 2008). Note that tool pattern libraries would be relatively
stable, as they do not depend on the context of use, but on the limited technical functionalities
incorporated in the tools. Much greater variety, however, is to be expected in the community pattern
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libraries. These would vary depending on the domain: although all collaborative communities share a
common conceptual basis (all have generic concept types like roles, workflows and tools), each domain
also has its own, evolving conceptual framework (Zhdanova et al. 2005). For instance, an e-learning
community would have different roles and community requirements compared to a professional academic
society, besides having certain concepts in common. Future research efforts should be directed towards
developing more advanced domain-specific taxonomies and ontologies. Research fields like Software
Engineering, Human Computer Interaction, and the Semantic Web should be able to make a significant
contribution here.
The socio-technical analysis approach proposed is only a rudimentary one. Realistic collaboration
patterns often consist of combinations of individual communication patterns. A complex pattern
combining subpatterns could be that teachers should not be able to monitor the private conversations of
students when using a tool for supporting class conversations (violated by the Secret Facebook Groups
which require teachers to become “friends” of their students before they can register them). Moreover,
we only used one kind of collaboration patterns: communication patterns. Other types of collaboration
patterns can also be used: information patterns, goal patterns, task patterns, and meta-patterns (De Moor,
2009). This array of patterns provides an extended conceptual language in which to express even more
detailed socio-technical designs.
Finally, some reviewers remarked that the formal patterns presented were overly complex. Still, we
deliberately kept them in the paper as a reminder of the unfortunate chasm between the “social” and the
“technical” branches of the field of Community Informatics. As communication in communities is
increasingly technologically-mediated, we need to work hard at making the “anthropologists” and
“engineers” in our community understand each other better. We need more conceptual bridges between
those reflecting upon the practices and social norms of communities and those who design and maintain
the technical systems on which these communities increasingly depend. It is not easy, since both worlds
have such very different ways ot thinking and talking. However, they share a common interest: finding
better ways to build and grow communities that work and that truly empower their members.

Conclusion
Society is moving away from a hierarchical communication paradigm to a collaborative community
outlook. Social media are the engines of the new way of working, but they need calibration. By focusing
on a real-world case on sheltered communication systems, we aimed to explain the complexities of the
socio-technical context in which social media are used. All too often, the tools seem to be presented as
ends, instead of a means. They are very powerful instruments for catalyzing, connecting, and scaling
human communication. However, if we want to be able to fully utilize their power, while finding ways to
deal with their dark sides, we need to get serious about understanding and sharing the lessons learnt about
matching community needs with tool potentials. The approach presented in this paper uses collaboration
patterns to analyze socio-technical gaps between community requirements and tool functionalities. It so
provides a toolbox to help both frame collaborative system design problems, and provides valuable
suggestions for their socio-technical solutions. Too much is at stake in the global digital village not to
take on this responsibility.
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